lNepenceasa 3aWMTa

WHOPaCTRYKTY Db KOHEYHBIX r
TOMEK B BUPTYO3HOM e s
MCNoNHEHWA

lkaspersky smem



BBepeHune

Kniouesoin PaGoune MecTa, rie TECHO B3anMOCBA3aHbl AaHHbIE, NONb30BaATENM

anemeHT XDR 1 KOPNOPAaTUBHBIE CUCTEMBI, UTPAIOT BAXHEWLWYIO POnk B BU3Hece,
a TaKXKe UMEIOT BONbLLYIO 3HaYMMOCTb B 0BnacTw IT-6esonacHoCTW.

Kaspersky Symphony EOR — B coBpeMEHHOM MWPE KOHEYHBIE TOYKM OCTaKTCA OCHOBHOM

OAMH W3 TMDOB SKOCHCTEME! LENBIO 3N0YMBILUNEHHWKOE. YTOOb 0Becne|wnTh NONHBIA LWMKA

pelleHnA kaspersky

3alMTE pabo4nx MECT, OT 8BTOMaTUYECKOro BNoKNMpoBaHus yrpo3
A0 MIHOBEHHOMO O6HAPYXEHWS W ONEPaTUBHOTO PEarMpoBaHNS

Ha CAOKHEIE UHUMAEHTEI, BaXHO NPUMEHATE NPEBEHTUBHLIE
TEXHONOT M BMECTE C NPOrpecCuBHbLIMK MEPaMK 3aLLUTbL.

Symphony W KMoYyesoi
ANEMEHT BEPXHEND THRE —
KOMMASKCHOR NnaTdopmel
knacca XDR (Extended
Detection and Responss)
Kaspersky Symphony £DR
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Kaspersky Symphony EDR — aTo mowHoe peweHue knacca EDR
(Endpoint Detection and Response), paspaboTaHHOE ANa 3KCNEPTOR
B oBnacTu Wb, kKoToOpoe B CUHEPr MW C BKNIOYEHHOM Ba30B0I 3aLLMTON
koHeYHbix Tovek EPP (Endpoint Protection Platform) Kaspersky
Symphony Security nozeonseT BNokMpPOBaTE MaCCOBLIE YIPO3b,
aBTOMaTUYECKN W NPOAKTUBHO NCKATL CNOXHBIE KWBEPYrpo3sl,
NpPOBOOWTbL paccnenoBaHns MHUWAEHTOB U NpeaocTaensieT
MB-cneuwanncTam OBLWMPHBEIA MHCTRYMEHTaPWIA ANA pearMpoBaHns.
Bce ato nozsonseT obecneynTs BeICTPOE N TOYHOE CAEPXUBaHWe
Yrpos v 3dQeKTUBHOE YCTpaHeHWe MHUWAEHTOR B pacnpeagneHHbIX
WHppacTpYKTYpax, onTuMuanpya paboTty MB-oTaena, a koMnnekcHas
3alMTa KOHEYHBIX TOYEK Ha Ba3e eaMHOro areHTa no3eonseT
SKOHOMMWTE Ha OBCNYKMBAHUM M NOLAEPMHKKE YCTEHOBNEHHbIX
NPOLYKTOB NPM MUHWUMAaNEHOM BAWAHWA Ha NPOUSBOANTENEHOCTL.
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DyHKUWOHaNbHble BO3MOXXHOCTU peLleHns

Kaspersky Symphony EDR, B AONONHEHWE K BKIKYEHHEIM B PELUEHWE NPEBEHTUBHLIM TEXHONOTMAM

W NOJASDKKE PA3NNYHBIX KOHTPONEN, NPeACTABNFET COBOIA MCTUHHLINA CUMBOHUYECKWIA OpKECTP
He30nacHOCTH Ha YPOBHE WHDPACTPYKTYPbl KOHEYHBIX Touek. OH oBecneunsaeT BCeCTOPOHHWIA 0630p
BCEX Paboynx MECT B KOPNOPATMBHON CETH (PU3NYECKMX 1 BUPTYanbHbIX) M BU3yanuaaunio Kaxaoro atana
paccnenosandns. C noMoLLBIO MOLWHOrO apceHana AeTek TURYIOWMX ABMXKKOB W MHCTPYMEHTOR aHanusa
nepeonpuunH Kaspersky Symphony EDR oBecneuneaeTt addekTUBHOe 0BHapyXeHWe M paccnenosaHne
yrpo3. PETPOCNEKTUBHLI aHANW3 W CONOCTaBNeHWE 0BHapyXeHWiA ¢ 6a3oii sHaHwil MITRE ATT&CK
NO3BONAIOT NAEHTUDUUMPOBATE TAKTUKW WU TEXHWKI 3N0YMBILLNEHHWKOB. MPOAaYKT TaKXe NpefocTasnseT
NPoaxkTUEHLIN NOWCK Yrpos U AoCTYnN K nopTany Kaspersky Threat Intelligence, yto noseonser skcneptam
BOCCO30aTb NOCNEA0BATENBHOCTL AEMCTEWIA 3N10YMBILLNEHHWKOB W 3GEGEKTMBHO NPOTUBOCTOATE CAMBIM
M30LWPEHHBIM aTakam.
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ABTOMaTn4yeckoe loC-nownck PearnposaHue
OBHapy>XeHNe CNOXHbIX n threat hunting + VIHCTRYMEHT NPUHSITUS PeLUEHMi
No pearvpoBaHuie Ha MHUWOESHTH

YFDOE « MNonHas BMOWMOCTE W KOHTROMNS .
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Mexx ayHapogHoe
npu3aHaHwe

Haww TexHonorv perynapHo
NPOXOOAT HEA3BMCHMBIE
TECTHPOBaHWS, NPH3HaHE BeOyLLUWMA
AHANUTUYSCKMMI BréHTCTEaMM

W YOSCTOSHE MHOMOYHCTEHHLIX

MeR OYHapOOHLK CepTUduKaToR

W Harpam.

MITRE | ATT&CK

KavecTEo oBHapy HeHus
NoATES R OEHO OUEHKDRI
MITRE ATT&CK
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«[aBopaTtopwa Kacnapckoros
NPW3HaHa KMOYEBRM UFPOKOM

B OBNSCTA 3SUNTE KOHEYHLIX
yoTpofcTE ANA BU3Heca, No Bepckn
IDC MarketScape
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Hezasucuman naGopaTtopus
AV-Comparatives npoTecTipoBana
TexHonorvm EFF v EDR

oT Kaspersky W NpUceonna cTaTyc
CTpaTerMyeckoro noepa

SE Labs npoTecTyposana

ahheK TMBHOCTh TEXHoNorWA EPP

1 EDR oT Kaspersky npoTve Wrpokoro
CMNEeKTpa kGepaTak v NpUcEcKna
pelwaHe pefRTuHr AAA
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MNeebilwasT 3G GeKTMEHOCT
FaLMTH C NOMOLLEID MOLWHOD
KOPNOPaTUEHOMD pelleHus

No oGHapY XEHWD MHUWIEHTOR
W pEarpoBaHio Ha HKX
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HanaxueaeT Npoueccsl 0BHapy KeHWS
Yrpo3, yNpaeneHna MHUWOEHRTaMIK

W PEaripoBaHna Ha HUX, ONTUManeHD
pacnpanenas pecypckl
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ABTOMATWINPYET BEIABNSHWE YTPO3
W pEBMMPOBaHE HA HUX, HE HEPYLUERA
paBoTy BuaHeca

YCUNMBaET KOHTPOMb
WHDPECTRYKTYPE paBouny MecT
W NOBLIW&ET KaYeCcTEO OBHapY MeHWA

CAOMHEIX YTPO3 C NOMOLLEKD
NPOABMHY TEIX TEXHONOTWA
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OBecneduBasT cOOTEETCTENE
TpeBoBaHWAM d2RCTEYIOWErD
3aKOHOOATENECTES
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