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Kaspersky Symphony

Kmﬁepseggnacugam CnoXHOCTE M MHTEHCWMBHOCTE YIpo3 Ana BU3Heca HEM3MEHHO
PacTyT. YToBbl OTpaXaTh aKTyanksHLIE YIpo3kl U YCMELHO

B BUPTYO3HOM NPOTWUBCOSWCTEOBaTE CNOXKHEIM KMBEpaTakam, HeoBxoaunm

NCNonMHeHW: KOMMAEKCHBIA, CUCTEMHBIA NOAXOA K NOCTROEHWIO 3aWnTel BuaHeca.

Kaspersky Symphony — 370 NWHeiika peLlleHWii, koTopas gaeT
opraHn3aunsM Bce HeoBXoAMMOE ANS NOCTENEHHON MNK OAHOYaCTHOMN

E::::::::::Hﬁ::::;“'m“?m peanVM3aumi STOro NOAXOAa W NOCTPOEHUS HAAEXKHOW 1 8AanTUBHOMN
cucTemMel knbepbeaonacHocTw. Bce anemeHThl 3TO aKOCUCTEMBI
AONOAHRAIOT W YCUNWBAIKOT APYr Apyra.

Boe WHCTpYMEHTH MOeansHo
HECTROSHS!

¥ Bac ects Bee, uTobE yEESpEHHD :

M npocro nupuxmpoﬂmh cucTaMOR
Ge30nNacHoCTI

BceobbemMniowmni noaxos K 3awute 6usHeca
AN KOMMaHWIA, KOTOpbIE CTPEMSATCS BbiTb
nepebIMU 1 AenaloT Wwar B 6eaonacHoe
ByayLiee.

[ToBbileHWe
YPOBHS 3aLUThbI

KinBep6e30nacHOCTE B BUDTYO3HOM
WCMONHEHAN CTAHOBUTCSH BO3MOXHOIN

Bnaronaps:
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NpoBepeHHEM LocToRepHEIM

W YOOGHLIM W pENeBaHTHLIM
HMHCTRYMEHTaSM OaHHBIM

LA Ballx O KMBepyrposax

WB-2kcnepToB
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I'Iepenuaum TEXHONOIWAM, KOTODBIE
CNWPaKTCH Ha MHOMONETHWA ONkT
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BasoBasa
3awrTa

DyHOSMEHTOM NMHERKIK SBN8ETCH
MOLUHER 3a81KMTa pabouMy MecT —

KaK DUINYSCKIX M MOBWUNLHBEX, Tak

W BUPTYaneHeX. Ha ypoeHe Kaspersky
Symphony Security KoMNaHUAM
LOCTYNHB MOLWHEE CpeacTea
NPEBEHTUBHOW 3aLLWTH, WHCTDYMEHTH
KOHTRONR, YNRasneHWe Ya3BUMOCTAMIA
W UEHTRANM30BaHHAR YCTaHoBKa

WCNPaBNEHWA, 8 TaKXKe MHOroe Apyroe,

MBkui BoIGOP

MooBepuTe YpOoBSHb 38LWWTH,
KOTOPEI NOOXOANT UMEHHC
Baluenmy BUaHecy

1. Security (EPP)

CocrtaB Kaspersky Symphony

Kaspersky Symphony cocTOMT U3 YeTblpex YpOoBHENR, NO3TOMY
Kax[aas opraHu3aunsa MoxXeT noaobpaTe cebe nogxoaawee
pEeWeHNE B 38BMCUMOCTW OT NOTPEBHOCTEN B 3aLUMTE M MMEIOLWEACS
3KCNepPTU3bl B 06nacTn MHGOPMaLMOHHOK Be30nacHoOCT.

ONO,

[MpoasuHyTas
3awmnTa

W kaspersky Symphony EDR,

1 Kaspersky Symphony MOR
OTKPBIEAKT ANA fenapTameHTa MB
PACIIMDEHHBIE BOIMOMHOCTH

B 0GNacTH NROTUECOAEACTEUA Bonee
CNO¥HEIM KMBERYTpoaaM, CnocoGHEM

0EX00MTEL BAZ0BHE CPeOCTES 3aLLUWTHI,

OOHaK0 NpencTaensoT cobol 0ea
pasHex NOOXoO0a K 0becnedaHno
5e30NacHOCTH, Ha OCHOBE
coBCTBEHHON 3KCNepTUaL (Symphony
EDR) MAK-C NOMOLLBID BHELWIHWX
akcnepTos (Symphony MOR),

®

BcecTopoHHas
3aunTa

KomnaHmuam, paBoTaiowmm

B OTPacnsx, KOTOpLIE HanBonee
NofBeEHeHbl HANAASHWID ONSCHEX
KWEEpT pYNNWMPOBOK W 0GRanaKoT
COBCTREHHON KCNEPTUS0R, ByaeT
HavGonee MHTERECEH BEPXHWA
ypoBeHb — Kaspersky Symphony

ADR, xoTOpHIA No3B0NAaT BHEOPWTE
KoHUSNUMD XDF B MOHOBEHOODHOM
qropmate, MBpuaHLii dopmaT

Takxe BoamMoxeH, Gnarogaps
LEHTR3NEROMY 3NeMaHTy PetlaHns
(XDR Core), koTOpslil Nno3eonaeT
KOMREHRM BRCTRanBaTE MB-cucTemy
nocTeneHHo. XDRE ceronHa sensaTcy
HaWE0oNee NEpCNekTHEHEM DelUeHNEM
C TOUKHM 3pEHUA NPOTUBCOSACTEWA
CNOMXHBIM KMBEDYT pO3am

W UeneHanpasneHHeBM aTaxam,

B TOM Yiche knacca APT.
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Symphony

YpoBeHs 2aLUMTH

ABTOMAaTMUSCKSH 3aLLMTa DUINYECKHX
W BUDTYanNkHEX KOHEYHEX TOUEK
OT MacCOoBRX Yrpoa

MNepenoeoe CEHADY REHWE CNOWHBIX
¥rDo3 HA YDOBHE KOHEUHBIX TOUEK
1 PEErVPOBAHIE Ha HUX

NeTekTUPOBAHWE C MOMOLLLD NECoYHMLL
M pearvpoBaHne Ha OBHapy KeHWA

MOHWTORMHP U KOPPENALMA COBLITI MB
{(+monyns lfocCOMNKA)

LleHTpanvacBaHHOES yNpaeneHue
WHUMOEHTaMW C 20MHEIM rpadom
paccnenoBaHns

YrpasneHue aHanuTHYECKMMA JaHHBIMA
O KMEEDYIpO3a% W BCTpOSHHEE NOTOKK
OaHHBIX

SalNTa INSEKTROHHON NoYTH
W B2b-Tpadwmka

nyBokwid aHanwa ceTeBoro Tpadivka
W pearMpoBaHWe Ha YDOBHE LWMD30B

MNosbLWEHWE KNGERIPaMOTHOCTH

DyHKUNOHaNbHOE CpaBHEHMNE
ypoBHen Kaspersky Symphony

Kaspersky Symphony — 310 rubkas nuHeilka peweHnii Ang KoMNaHuii
C pasHeiMi NOTRPEBHOCTAMMW B 0BnacT MHDOPMaLUVOHHOIA
BesonacHocTw. Bol MOXeETE BEIGPaTL TO pPELUeHWE, KOTOPOE Nyulle
BCEro OTBEYAET BalUMM 3afaqyam, a 3aTem MacliTabupoBaTs 3aLLmTy,
nepeias Ha Apyroil ypoBeH..

Security ~ MDR EDR XDR

bazoeas Nepenoeas MNepenceas PaclunpeHHas
CcOBCTEEHHaR ynpagnagmas coBCTEEHHAS cofcTEEHHaA
JalunTa 3alumTa 3alumTa 3almTa
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XDR Core
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Kaspersky
Symphony Security

OELWenpr3HaHHaR
GyHOBMEHTaNLHAS JELUNTS
knacca EPP (Endpaoint
Protection Platform)

OT MECCOBBIX KMBEpYrpos
pazHoN CTENEHW CNOXHOCTH,
NoAERXVBIOLLER BCE TUMB
KOHEYHBIX TOYEK. MOGWNbHLIE,
fUINYECKME W BUDTYaNBHBIE,
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Kaspersky
Symphony MDR

Ynpaenaemas skcnepTHas
3aMTa MUDOBOMD YDOBHSA

C BKNIOMEHHOW 3aWMTOR
knacca EPE MoHUTORKHIOM
3aHUMaOTCH 3KCNenTh
«[laBopaTopui Kacnepckoros,
2 BHY TReHHAA koMaHta WME

MOXET OepHaTh DYKY Ha Mynsce

NPOUCXOOFLETO W, K NPHMEDY,

CKaHWpOBaTE MHDpacTRYETYDY

Ha MHOWKSTODE!
KoMOpOMETaLWKY, NPOBOONTE
aHann3a NepeonpyH

W pEarupoBaTE Ha YIpo3sw9.
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Kaspersky
Symphony EDR

MolliHoe pelleHte Knacea

EDR (Endpoint Detection

and Response), paspafoTaqHoe
ONS 3KCNepToB B oBnacTv

WE, KOTOpOE B CHHERMAK

C BEMOUEHHOW Ba3oBoi
JAMTON KOHEYHBIX TOuYek (EPP)
NCIBONAET ABTOMATUHECKN

W NPOEKTHBHO MCKATE YTDO3R,
NEOBOOMTE PACCNSN0BaHWA
WHUMOSHTOB W YCTRaHATE
CNOMHLIE 3TAKW, HANPaENEHHbLE
Ha MHDPECTRYETYRY KOHEYHLX
YCTRORCTE, KoMnnercHas
SAWNTE KOHEUHBIX TOYEK

Ha Base eQWHOro areHTa
NO3BONSET SKOHOMUTE

Ha CECAY XVBEHWN U NOOOSRHKKE
YCTAHOBNEHHLIX NPOOYKTOR

W MUHWMANBHO BNAAST

Ha NPoOM3BCAMTENEHOCTE.

Pa3Huua nogxonos K 3awure
B pamkax Kaspersky Symphony

Kaspersky
Symphony XDR

KomnnekcHoe peleHue
knacca XDR (Extended
Detection and Response)

AN MOHWTORWHIE COBRITWA KB,
NpoaKTWBHOMO NOWCKa Yrpos

W pEarvpoBaHva Ha CnoxHLe
WHUMOSHTE B pamkay BCeil
WHDPacTRYETY PR, Kaspersky
Symphony XDRE, B TOM Yicne
OTOENEHD NMUEH3NpYEMOS
A0p0 peweHU Kaspersky
Symphony XDR Core,
NO3BONRKOT LUEHTPaNM30BaHHO
YNpaenaTh Bcel MB-cucTemon
W 33WMLLATE MHOMOMUCNEHHBIE
TOUEM BXOAE NOTEHUMaNEHOR
¥rpossl. Bnarofaps nnatdophe
ynpaeneHWs Kaspersky

Single Management Platform,
pelsHWe oGecneunBasT
YHUOUUMPOBaHHLN MHTepdenc
NpencTagneHwa MHMOoDMAaLLMK,
e0WHLIA rpad paccnenosaqug,
OPKECTRAaUMID, YNpaBnaHe
MHUMASHTaMM W NEFKOCTE
WHTEMPEUWMK C CYLUBCTEYOLLIWMIA
WE-peleHraMn. Takxe

STOT YPOBESHL MOMOTaST
KOMMNaHWAM COOTEBETCTBORATL
TREGOoBaHWEM DEryNATOpOBE,
BEMOYER Mooyne focCONKA,
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PacwupeHue Boibop ynpaengemoii
coBCTBEHHOI 3aLlLUTbl 3amnTbl



Kaspersky Symphony

no3BOnNAeT:

Co3naTh 8AanTHBHYIO CNCTEMY
GezonacHocTi, addgerTUaHYO
npoTHe knBepartak moGol
CNoOMHOCTA

HapesHo 3aluMTUTh rRaBHLE
BEKTOPE BEQ3MOMHOMD NpoEaOaHws
knbapaTax

MpegoTEpaTMTh yIept oT Uenee6x
KuGapaTaK MNM YMeHBLWNTE
ero NocneacTena

Y MEHELWWTE HBrpY2KY

Ha cneuwanwcTos ME sa cuer
YAOEHEX MHCTPYMEHTOR

W NPOOYMAHHOW BB TOMATWIALMK

CHU3WTE ponk YenoBEYeCcKoro
daxTopa Bnarcfaps MHCTRYMEHTaM
KOHTROMA W nnaTdopme gns
NOBLILEHWA KWGeprpaMoTHOCTI

OBecneunTs COOTEETCTENE
TpeboBaHUAM IAKOHOAATENLC TR
W PErYNWRYIOWAK OpraHos

Me>xxayHapoaHoe npu3HaHune

B kax ablid ypoeeHs Kaspersky Symphony BXoaaT NRoaYK T,

3acny ®MBLUWE NPU3HAHWE aHaNUTUKOB, HE3aBUCKMEIX NnabopaTopwi
1 KNWEHTOB NO BCemy MUpy. OHW NoBwIWaoT 3ddek TMBHOCTL Balle
komaHgel ME v noMoraoT eawemy BUIHECY YCTONYMED W FAPMOHWUYHO
pasBMBaTLCS.
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